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Incident Response Overview



Scenario #1

Adapted from

TF-CSIRT
TRANSITS

ssssssssss
uuuuu
uuuuu

uuuuu

httpsdirt.org/transitsfiratesitss/

AA dump with username/password of users from yc
organi zati on have been

AThe leaked data also contains Plls from your
organisation staffs and customers

ARegulator asked for an incident report

AWhat can / should / must you do?
AWhat logs do you need for investigation?
AWhat legal issues arise?


https://tf-csirt.org/transits/transits-materials/

Scenario #2

AYou receive a complaint about illegal material on :
website of your organization

AYou3ve been asked to r
from being republished

AThe police ask for logs

AWhat can / should / must you do?
AWhat logs do you need for investigation?
AWhat legal issues arise?

Adapted from

LRSI LN  1itps fftirt.org/transitsfiatesits/

TRANSITS



https://tf-csirt.org/transits/transits-materials/

What is Incident Response?

A Areveris an innocuous action that happens frequently such as creating a file, delet
email . On 1 ts own an event typically
threat.

A Araleris a notification triggered by an event, which may or may not be a threat.

A Arinciderd a group of correlated alerts that humans or automation tools have deern
threat. On their own, each alert may not appear to be a major threat but when com
breach.

Incident response is the actions that an organization takes when it believes IT syster
breached. The goals of the response are to eliminate a cyberattack as quickly as po:
customers or government agencies as required by regional laws, and learn how to re
In the future.

https://www.microsaisfsmuleiy/businest&bevisincidamsponse



https://www.microsoft.com/en-us/security/business/security-101/what-is-incident-response
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Cyber Threat
[\
Abbreviations / Acronyms / Synonyms:

threat  show sources
Threat = show sources

Definitions:

B Any circumstance or event with the potential to adversely impact organizational operations
(including mission, functions, image, or reputation), organizational assets, or individuals through
an information system via unauthorized access, destruction, disclosure, modification of
information, and/or denial of service. Also, the potential for a threat-source to successfully exploit
a particular information system vulnerability.

Sources:

NIST SP 1800-15B under Threat from FIPS 200

https://csrc.nist.gov/glossary/term/cyber_threat

Computer Security Incident
]

Abbreviations [ Acronyms [ Synonyms:

incident  show sources

Definitions:

B An occurrence that results in actual or potential jeopardy to the confidentiality, integrity, or
availability of an information system or the information the system processes, stores, or transmits
or that constitutes a violation or imminent threat of violation of security policies, security
procedures, or acceptable use policies. See cyber incident. See also event, security-relevant, and
intrusion.

Sources:

CNSSI4009-2015 under incident from FIPS 200 - Adapted

B Anomalous or unexpected event, set of events, condition, or situation at any time during the
life cycle of a project, product, service, or system.

Sources:

NIST SP 800-160v1rl under incident from ISO/IEC/IEEE 15288:2015

https://www.ratchakitcha.soc.go.th/ DATA/PDF/2562/A/069/T_0020.PDF

https://csrc.nist.rip/glossary/term/computer_security _incident
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https://www.ratchakitcha.soc.go.th/DATA/PDF/2562/A/069/T_0020.PDF
https://csrc.nist.gov/glossary/term/cyber_threat
https://csrc.nist.rip/glossary/term/computer_security_incident
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THE NATIONAL CYBER INCIDENT
RESPONSE PLAN OF THAILAND (Draft)
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(Thailand's National Cyber Exercise 2022) 4
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Un2\ 2024
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msdansinindIL
asandsviunisin HWaaws
MSUSKIS3INnamsad == -
s:Quy1a (National nANaQHIY
Crisis Management

Exercise: CMEX 24)

Un3* 2025

mMsHAUAUAMS (Live Fire)

Sanus:avA

ul
91a0v (National Cyber Range)

suuuu
msinuuuavipuHua (Live Fire)

uUs:ziduwa

1. msuUs:LuyAna Us:nauaog
N1SNQddUAIIUS NISLINSOUADASSY
AMWWSBuRAdUTNSUMSHA wazmsunly
UsyHWus:uu

2. MsUs:LIUKL8VIU US:Naudde

- A21WWSDUADULTISUNISHA LEU
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Thailand’s National Cyber Exercise 2024
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https://www.facebook.com/NCSA.Thailand/posts/pfbid02v7JZBiKQ4Qzg8GkuZedrhMtVMUfVttgnPDqeWnGy72KpYbhCQjvGubKqLfXE6VnHl
https://www.facebook.com/NCSA.Thailand/posts/pfbid02v7JZBiKQ4Qzg8GkuZedrhMtVMUfVttgnPDqeWnGy72KpYbhCQjvGubKqLfXE6VnHl

(Draft) Thailand National Cyber Risk Assessment framework

Identify

MSOMUNKUDGHLKAN (Top-Level
Categories mu eCSIRT.net

Taxonomy AlsaHSUSMUNIKGMSN
awlaoanulsiuos (Cybersecurity

Incident) lavleiSumsatiuayuoin

ENISA ||amn15muadmnws'naw]u
glsu Bovoulifkubuvuia: CSIRT
(Computer Security Incident
Response Team) aunsnswouiia:
naniasudoyamamsniéotoitiu
ASTIUALINU

INCIDENT
CLASSIFICATION

INCIDENT EXAMPLES DESCRPTION

Availability

Information Comtest
Maligous Code ’ an /e . Security

Information Gathering e i Fravd

Intruson Attemgty

ecsirtnet taxonomy.Reference Incident Classification Taxonomy. January 2018

Table 1: «CSIRT.net mkVi
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Incident Response Plan



Australian Government

Australian Signals Directorate

Cybersecurity incident
response planning:
Practitioner guidance

First published: January 2022
Last updated: December 2024

o AUSTRALIAN
SIGNALS
- H DIRECTORATE

ACSCE=~

Roles and responsibilities

Include details of the roles and responsibilities of core personnel and teams responsible for cybersecurity incident
response and decision making. At a minimum, include the personnel responsible for receiving the initial notification,
the operational level Cybersecurity Incident Response Team (CIRT) and the strategic level Senior Executive
Management Team (SEMT).

All personnel listed should be familiar with their responsibilities in the CIRP and have practise their response.
Points of contact for reporting cybersecurity incidents

Include details about primary and secondary internal points of contact for personnel or stakeholders to report
cybersecurity incidents to over a 24/7 period.

Name Availability Contact Details Role/Title Responsibilities
on-call point of = Primary point of contact
contact

Cybersecurity Incident Response Team

Include details of the CIRT personnel r ible for i to cybersecurity incidents. The composition
of the CIRT will vary depending on the size of an organisation and available skills and resources.

Include details of any 3rd party vendors that provide or manage systems, services and/or networks. If applicable,
include details of external cybersecurity incident response providers and the services they provide.

Name Availability Contact Details Role/Title Responsibilities

cybersecurity * Response planning

incident manager

CIRT operations

Situational analysis

Threat intellig

ager

Technical advi

Investigation (if s

us ins

Law enforcement liaison

* Technical investig

(collect d processing of

esponder network and host data)

Containment, remediation

and recovery efforts

Investigation findings report

Cybersecurity incident response planning: Practitioner guidance 9

y AUSTRALIAN
SIGNALS
. H DIRECTORATE

ACSC

Containment, evidence collection and
remediation

Containment

Containment actions are implemented in order to minimise damage, prevent the cybersecurity incident from
spreading or escalating, and prevent malicious actors from destroying evidence.

‘When planning containment actions, consider:
*  any additional impacts there could be to systems, services or networks
* time and resources required to contain the cybersecurity incident
= effectiveness of the containment solution (e.g. partial vs full containment)

* duration that the containment solution will remain in place (e.g. temporary vs permanent solution)

Documentation
Include processes and procedures for documenting the cybersecurity incident, including responsible personnel and
timeframes. Refer to Appendix D for a situation report template and Appendix E for a cybersecurity incident log
template.
Situation reports may contain the following information:
= cybersecurity incident date and time
= status of the cybersecurity incident
*  cybersecurity incident type and classification
= cybersecurity incident scope and impact
= cybersecurity incident severity
= external assistance required
= actions taken to resolve the cybersecurity incident
= contact details for key CIRT personnel
= date and time of the next update.
Evidence collection and preservation
Include processes and procedures for collecting, preserving, handling and storing evidence, including responsible

personnel and timeframes. As this can be complex, if necessary, seek advice from digital forensic professionals, legal
advisors or law enforcement.

Cybersecurity incident response planning: Practitioner guidance 20

https://www.cyber.gov.ablrsiseasaisyernment/govamshseeducation/incedmunse/cybergetdBt®sporsianniopctiticgeidance
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https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/incident-response/cybersecurity-incident-response-planning-practitioner-guidance

NIST SP-BD@3 Incident Response Life Cycl

Previous Incident Response Life Cycle Model Phase  CSF 2.0 Functions
. Govern
Incident
Response Preparation Identify (all Categories)
Protect
Detect
Detection & Analysis
Identify (Improvement Category)
Lessons .
Learned (Identify) Improvement Respond

A

P - * SN L Containment, Eradication & Recovery Recover
Identify (Improvement Category)
Preparation i
P Govern Identlfy Protect Post-Incident Activity Identify (Improvement Category)

https://nvlpubs.nist.gov/nistpubs/SpecialPuiteBipd§/NIST.SP.800
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf

NIST

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

Preparation Resources

The following are selected examples of additional resources supporting incident response preparation.

General Incident Response Programs, Policies, and Plans
Sector-Specific Incident Response Programs, Policies, and Plans
Incident Response Program Assessment and Improvement

Incident Response Training and Exercises

Life Cycle Resources

The following are selected examples of additional resources supporting the incident response life cycle.

Vulnerability and Threat Information
General Incident Reporting and Coordination
Reporting Incidents to US Federal Agencies

Digital Forensics

https://csrc.nist.gov/projeetsimtsaent

4+ expand all

+ expand all

18


https://csrc.nist.gov/projects/incident-response

Incident Response Policies, Processes, an

Definition of computer security incidents and related terms
Who is responsible for responding to an event
Incident classification and severity

Incident response team communication

Documentation and reporting requirements

Awareness training and tabletop exercise



Roles and Responsibllities

. Strategic choicdsvdlagecisions on business continuity and reputation management.
Business - .

Clear communicati ons: Approving what?3s s
Ieade rS Regulatory navigation: Initiating data breach notifications, if required (think GDPR, HIPAA)

Coordination: Delegating outreach and support to affected customers and stakeholders.

. Ra'oid containment: Isolating affected systems before threats spread.
Technical o

Root cause analysis: Assessing the depth and extent of damage.
te al I IS Restoration: Prioritizing restoring core systems safely and quickly.

Ongoing vigilance: Auditing accounts, reviewing logs, rotating credentials, and ensuring al

https://www.huntress.comfieleodins@ambasics



https://www.huntress.com/blog/incident-response-planning-basics

Incident Detectiog Sources

Best practices for
event logging and
threat detection

https://www.cisa.goviaseliessurcaybestese v ggirmmdhreatetection

Priority logs for
SIEM ingestion:
practitioner guidance

il e

W
1

J
Z U

https://www.cyber.gov.ablrsiseasasvernment/maldaimageaystems/system

hardenammmghdministrationfsysigtioring/implesiemisspaplatforms

21


https://www.cisa.gov/resources-tools/resources/best-practices-event-logging-and-threat-detection
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-monitoring/implementing-siem-and-soar-platforms
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-monitoring/implementing-siem-and-soar-platforms

Incident Detecttaent Sources and Indicator

Tactic

Common Techniques

Log and Event Sources

Indicators

Initial Access

Phishing [T1566], Drive-by
Compromise [T1189], Exploit
Public Facing Application [T1180],
External Remote Services [T1133

Email, web proxy, server
application logs, IDS/IPS

Phishing, redirect, and payload
servers (domains and IP
addresses), delivery mechanisms
(lures, macros, downloaders,
droppers, etc.), compromised
credentials, web shells

Execution

Command and Script Interpreters
[T1059], Exploitation for Client
Execution [T1203

Host event logs, Windows
event logs, Sysmon, anti-
malware, EDR, PowerShell

logs

Invocation of command or scripting
interpreter, exploitation, API calls,
tools, malware, payloads

Persistence

Account Manipulation [T1098],
Scheduled Task/Job [T1053], Valid
Accounts [T1078]

Host event logs,
Authentication logs, Registry

Scheduled Tasks, registry keys,
autoruns, etc.

Lateral
Movement

Exploitation of Remote Services
[T1210], Remote Session Hijacking
[T1563], Software Deployment

Tools [T1072]

Internal network logs, host
event logs, Application Logs

Mismatch of users and
applications/credentials, workstation
to workstation communication,
beaconing from hosts not intended
to be internet accessible, etc.

Credential
Access

Brute Force [T1110], Modify
Authentication Process [T1556],
Man-in-the-Middle [T1557]

Authentication Logs,
Domain Controller Logs,
network traffic monitoring

LSASS reads, command or scripting
interpreters accessing LSASS, etc.

Application Layer Protocol [T1071],
Protocol Tunneling [T1572

Firewall, Web Proxy, DNS,
MNetwork Traffic, Cloud
activity logs, IDS/IPS

C2 domains, IP addresses

Exfiltration

Exfiltration Over C2 Channel
[T1041], Exfiltration Over
Alternative Protocol [T1048]

Firewall, Web Proxy, DNS,
MNetwork Traffic, Cloud
activity logs, IDS/IPS

Domains, URLs, IP addresses,
IDS/IPS signatures

https://www.cisa.govteaselrassircestiederahmmiitersecindidesmalulnerahkibsponskaybooks

22


https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks

Incident Deteclitineat Information Sources

PROACTIVE DETECTION -
MEASURES AND
INFORMATION SOURCES

PROACTIVE DETECTION
OF INCIDENTS

w ¥ v
INFORMATION SOURCES = -
* Feeds of malware URLs A T X

* Feeds of phishing sites

* Feeds of botnet command and
control servers

Feeds of infected machines (bots)

* Feeds with information on sources of
abuse (spam, attacks, scanning)
* Information sharing platforms

* Network indicators of compromise
for monitoring

* Malware intelligence

* Feeds of defaced websites

* Feeds of vulnerable services
* Sector-specific advisories

MEASURES

* NIDS @

Network flow monitoring
Full packet capture

* Sinkholing

Monitoring of Internet routing

* Passive monitoring of unused IP space

(network telescope)

Systems for aggregation, correlation and
visualization of logs and other event data

* Monitoring specific to industrial control systems
* Monitoring of cloud services

Passive DNS
DNS request monitoring

+ Other DNS monitoring

Endpoint monitoring
X.509 certificates monitoring

* Vulnerability scanning

Automated spam collection
Sandbox (automated systems for behavioural
analysis)

* Automated mobile malware analysis

Automated static malware analysis

* Leak monitoring
* Media/news monitoring

Client honeypots

* Server honeypots
* Monitoring of sector specific technologies

2.2.3 Feeds of botnet command and control servers®®

Data on command and control servers used by malware, usually domains or IP addresses. This
information is obtained by analysing individual malware samples or tracking the infrastructure
used by threat actors. Addresses of command and control servers are very good network loCs
and can be used for real-time detection and blocking, but also for identification of infected
machines by correlating them with network activity logs, for example nefflow.

2.2.3.1 Evaluation

Timeliness: Fair, new addresses are often added after manual analysis, which can take hours
or days; some sources provide data from automated tracking of specific botnets, these
information can be close to real-time.

Accuracy: Good; C&C servers are usually verified before being added to a blacklist.

Ease of use: Excellent; C&C addresses can be easily correlated with network logs using
existing tools.

Data volume: Low, the number of C&C servers is much smaller than other types of malicious
infrastructure.

Completeness: Fair; sufficient for detection and blocking: domains or IP addresses and
malware name; some sources provide additional malware-specific details that can be used for
in-depth investigations.

https://www.enisa.europa.eu/publidatentm@asetshformasoarces
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https://www.enisa.europa.eu/publications/proactive-detection-measures-and-information-sources

Incident Deteclitineat Modeling

Threat modeling is the process of identifying, analyzing, and prioritizing potential
vulnerabillities to a system or application.

https://www.ncsc.gov.uk/collastonfityiatamiimestre/onbomylterasdoesources/threstelling
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https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/onboarding-systems-and-log-sources/threat-modelling

Detection Engineering Life Cycle

. — ANALYSIS
Ideas
DEVELOPMENT [Eumerd
Description
TESTING €=

\

 a— DEPLOYMENT

5

Detection
rule RELEASE —| | Q
= -

\

Monitoring
REVIEW

https://securelist.com/stietactiemimeering/116186/

25


https://securelist.com/streamlining-detection-engineering/116186/

Detection and Response Roles Overview

Threat Intelligence

Who, what, where and when?
Threat model: What is
relevant > Prioritization
Intensive pivoting on data

Prioritization

Threat Research

= Detection Gap Analysis
= Informal
= MITRE ATT&CK
= Adversary simulation
exercises
=  Published offensive security
tools / exploits

Detection
Engineering

= Build analytics: rule and
signature creation, queries
on available data
Extension of detection
capabilities (new sensors,
audit policy/config
changes, new modules)
Ensure analysts have

Detection
Engine

Investigation

Triage on events

Verify / falsify incident
Evaluate the extend of the
incident

Incident Handling

Plan remediation
Carry out remediation
Verify a successful
remediation

critical context related to :
Analytics Security Incident Reports

detection event and Rules
Events

Threat Hunting Ideas

Threat Information Enrichment

Evidence from Incident Handling Evidence

Threat
information

= Detection Gap Analysis
(informal, MITRE ATTACK, Adversary
Simulation etc.)

Gap
Information

Feedback (false positives)

=  Public Threat Information
=  Public Tool Releases

=  Public Exploit Releases

=  Public Malware Samples

Threat Information (new threats, informal detection gap feedback)

Threat
Information

Threat Information (new threats, ensures success of remediation)

Malware Analysis

Forensic Analysis


https://cyb3rops.medium.com/about-detection-engineering-44d39e0755f0

Incident Classification
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18 0  MIIMUNINANYYRLTBANAINNISIBIUDS

NUINYY

ANa5UNY

O

winN15ald1ad Way MIENFlan Yaawniieanuas (Training and Exercises)

@)

MINEEMLND9sEUUTLES (Unsuccessful Activity Attempt)

)

MINeeUYNINLNed159tayaIAnsiNaland (Reconnaissance)

3

msanfiunsiliidulumunesgiuanuvasasefiniienuiinug (Non-Compliance
Activity)

msyngniaenslaiaws (Malicious Logic)

myuninlusyAudldan (User Level Intrusion)

mMyunInlus¥AURAIUANTEUU (Root Level Intrusion)

msyngniilildanunsadnllduinisle (Denial of Service)

wigN15aliiagsenImTilnEiaauaIu (investigating)™

a|a (3 o [ |A

wnmsaiinUndflasumslinseiudiildlimensaliidudsanany (Explained Anomaly)

https://www.mdes.go.tb0d@/detail/
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CJCSM 6510.01B
10 July 2012

CJCSM 6510.01B
10 July 2012

Category

Description

Training and Exercises—Operations performed for training
purposes and support to CC/S5/A/FA exercises.

security domains, installation of vulnerable applications, and other
breaches of existing DoD policy. Reporting of these events is
critical for the gathering of useful effects-based metrics for
commanders.

Root Level Intrusion (Incident)—Unauthorized privileged access
to an IS. Privileged access, often referred to as administrative or
root access, provides unrestricted access to the IS. This category
includes unauthorized access to information or unauthorized
access to account credentials that could be used to perform
administrative functions (e.g., domain administrator). If the IS is
compromised with malicious code that provides remote interactive
control, it will be reported in this category.

Reconnaissance (Event)—Activity that seeks to gather information
used to characterize [8s, applications, DoD information networks,
and users that may be useful in formulating an attack. This
includes activity such as mapping DoD information networks, 1S
devices and applications, interconnectivity, and their users or
reporting structure. This activity does not directly result in a
COmpromise.

User Level Intrusion (Incident)—Unauthorized non-privileged
access to an IS, Non-privileged access, often referred to as user-
level access, provides restricted access to the IS based on the
privileges granted to the user. This includes unauthorized access
to information or unauthorized access to account credentials that
could be used to perform user functions such as accessing Web
applications, Web portals, or other similar information resources. If
the IS is compromised with malicious code that provides remote
interactive control, it will be reported in this category.

Malicious Logic (Incident)—Installation of software designed

and /or deployved by adversaries with malicious intentions for the
purpose of gaining access to resources or information without the
consent or knowledge of the user. This only includes malicious
code that does not provide remote interactive control of the
compromised IS. Malicious code that has allowed interactive access
should be categorized as Category 1 or Category 2 incidents, not
Category 7. Interactive active access may include automated tools
that establish an open channel of communications to and/or from
an IS.

Unsuccessful Activity Attempt (Event]—Deliberate attempts to
gain unauthorized access to an IS that are defeated by normal
defensive mechanisms. Attacker fails to gain access to the IS [Le.,
attacker attempts valid or potentially valid username and password
combinations) and the activity cannot be characterized as
exploratory scanning. Reporting of these events is critical for the
gathering of useful effects-based metrics for commanders.

MNote the above CAT 3 explanation does not cover the “run-of-the-
mill” virus that is defeated/deleted by AV software. *Run-of-the-
mill” viruses that are defeated/deleted by AV software are not
reportable events or incidents and should not be annotated in
JIMS.

Investigating (Event)—Ewvents that are potentially malicious or
anomalous activity deemed suspicious and warrant, or are
undergoing, further review. No event will be closed out as a
Category 8. Category 8 will be recategorized to appropriate
Category 1-7 or 9 prior to closure.

Explained Anomaly (Event)—Suspicious events that after further
investigation are determined to be non-malicious activity and do
not fit the criteria for any other categories. This includes events
such as IS malfunctions and false alarms. When reporting these
events, the reason for which it cannot be otherwise categorized
must be clearly specified.

Denial of Service (Incident)}—Activity that denies, degrades, or
disrupts normal functionality of an IS or DoD information network.

Non-Compliance Activity ([Event)—Activity that potentially
exposes [Ss to increased risk as a result of the action or inaction of
authorized users. This includes administrative and user actions
such as failure to apply security patches, connections across

Appendix A
B-A-2 Enclosure B

Table B-A-2. Cyber Incident and Reportable Cyber Event Categories

Appendix A
B-A-3 Enclosure B

https://www.jcs.mil/Portals/36/Documents/Library/Manuals/m651001. pdf
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CJCSM 6510.01B Incident Category
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https://www.ncsa.or.th/policy/threat-statistics
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23 records « 1 - 23 » Q | Searchdata _ Go» Filters
_id siluuusaanaa unsAd | ANAWus | duieu WY | WARAIAY | dAuiau | ASngIAu fdavinAn | AUENHY

2 Hacked Website (Defacement) 83 &0 79 17 13 20 8 5 19 “
3 Fake Website 20 28 50 49 26 26 13 50 13

4 Andaunadtud 1 1 4 [ 4 10 45 6 1

5 Finance Scam - ¥aanalsniswiu Online 0 10 T 12 19 17 15 24 5

6 Data Leak 0 0 2 31 3 0 4 60 0

T DDos 0 0 1 0 0 3 20 9 0

g Hacked Website (Phishing) 3 6 7 1 5 4 0 4 5

9 Data Breach 3 2 [ ] 0 3 [ 7 14

10 Ransomware 1 6 2 3 1 4 1 5 1

1 Hacked Website (Malware) 0 0 3 0 5 1 0 3 0

12 Privileged Account Compromise 0 0 0 1 0 1 1 6 3

13 Command and Control Server 1 0 0 0 0 0 2 2 0

14 Unauthorised access to information 0 0 2 0 3 0 0 0 0

15 Security Misconfiguration 0 0 0 0 1 0 1 0 0

16 Application Compromise 0 0 0 0 0 0 0 1 0

17 Mail Phishing 0 0 1 0 0 0 0 0 0

18 Malware 0 0 0 0 1 0 0 0 0

19 Unauthorsed modification of information 0 0 1 0 0 0 0 0 0

20 Fraud ] 0 0 ] 0 ] ] 0 ]

21 Broken access control 0 0 0 0 0 0 0 0 0

22 Website (Phishing) 0 0 0 0 0 0 0 0 0

23 Suq 0 1 0 0 0 0 0 0 0 v

https://gdcatalog.qgo.th/dataseticaukitiessource /60882 1A838cdb44a14439
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