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Disclaimer
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presentation are solely those of the 
author and do not necessarily represent 
those of the employer.



About Me

ÅInformation Security Consultant and CSOC Team Lead
ÅExperienced in DFIR, CTI, TH, ITSM, and ISMS
ÅSpecial lecturer, community contributor, and conference speaker
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Incident Response Overview



Scenario #1
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ÅA dump with username/password of users from your 
organization have been posted on ´dark webµ

ÅThe leaked data also contains PIIs from your 
organisation staffs and customers

ÅRegulator asked for an incident report

ÅWhat can / should / must you do?

ÅWhat logs do you need for investigation?

ÅWhat legal issues arise?

Adapted from

https://tf-csirt.org/transits/transits-materials/ 

https://tf-csirt.org/transits/transits-materials/


Scenario #2
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ÅYou receive a complaint about illegal material on a 
website of your organization

ÅYou³ve been asked to remove the content and prevent it 
from being republished

ÅThe police ask for logs

ÅWhat can / should / must you do?

ÅWhat logs do you need for investigation?

ÅWhat legal issues arise?

Adapted from

https://tf-csirt.org/transits/transits-materials/ 

https://tf-csirt.org/transits/transits-materials/


What is Incident Response?
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ÅAn event is an innocuous action that happens frequently such as creating a file, deleting a folder, or opening an 
email. On its own an event typically isn³t an indication of a breach but when paired with other events may signal a 
threat. 
ÅAn alert is a notification triggered by an event, which may or may not be a threat.
ÅAn incident is a group of correlated alerts that humans or automation tools have deemed likely to be a genuine 

threat. On their own, each alert may not appear to be a major threat but when combined, they indicate a possible 
breach.

Incident response is the actions that an organization takes when it believes IT systems or data may have been 
breached. The goals of the response are to eliminate a cyberattack as quickly as possible, recover, notify any 
customers or government agencies as required by regional laws, and learn how to reduce the risk of a similar breach 
in the future.

https://www.microsoft.com/en-us/security/business/security-101/what-is-incident-response 

https://www.microsoft.com/en-us/security/business/security-101/what-is-incident-response


9https://www.ratchakitcha.soc.go.th/DATA/PDF/2562/A/069/T_0020.PDF

https://csrc.nist.gov/glossary/term/cyber_threat 

https://csrc.nist.rip/glossary/term/computer_security_incident 

https://www.ratchakitcha.soc.go.th/DATA/PDF/2562/A/069/T_0020.PDF
https://csrc.nist.gov/glossary/term/cyber_threat
https://csrc.nist.rip/glossary/term/computer_security_incident
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https://www.mdes.go.th/law/detail/5049 https://www.mdes.go.th/law/detail/6862

https://www.mdes.go.th/law/detail/5049
https://www.mdes.go.th/law/detail/6862
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https://dl.parliament.go.th/handle/20.500.13072/599337 

https://dl.parliament.go.th/handle/20.500.13072/599337


12

https://www.facebook.com/NCSA.Thailand/posts/pfbid02oDV8Aysb91S4uD8n1kwCmhpAEWeimtc14n6BXgQfyefjqPC7WXVvwHJmy3VYHk3el
https://www.facebook.com/NCSA.Thailand/posts/pfbid02v7JZBiKQ4Qzg8GkuZedrhMtVMUfVttgnPDqeWnGy72KpYbhCQjvGubKqLfXE6VnHl 

https://www.facebook.com/NCSA.Thailand/posts/pfbid02v7JZBiKQ4Qzg8GkuZedrhMtVMUfVttgnPDqeWnGy72KpYbhCQjvGubKqLfXE6VnHl
https://www.facebook.com/NCSA.Thailand/posts/pfbid02v7JZBiKQ4Qzg8GkuZedrhMtVMUfVttgnPDqeWnGy72KpYbhCQjvGubKqLfXE6VnHl
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ÿîÂëóä ÅČóÚõãóâØöćÿÂöćãèÃ­îÈÂòÛÅČóè¬ó ́incidentµ

ßäñäóËÛòÎÎòÖõ ÂóääòÂêóÅèóââòćÚÅÈÜæîÕáòãăÌÿÛîä° 
ß.é. đĔĕđ

áòãÅùÂÅóâØóÈăÌÿÛîä°
ÿìÖùÂóäÔ°ØöćÿÂöćãèÂòÛÅèóââòćÚÅÈÜæîÕáòãăÌÿÛîä°

ÜäñÂóé ÂÂâ. ÿäøćîÈ æòÂêÔñáòãÅùÂÅóâØóÈăÌÿÛîä°ð
ß.é. đĔĕē

áòãÅùÂÅóâØóÈăÌÿÛîä°

ÜäñÂóé ÂÂâ. ÿäøćîÈ ìæòÂÿÂÔÒ°ĀæñèõÙöÂóääóãÈóÚáòãÅùÂÅóâØóÈăÌÿÛîä° 
ß.é. đĔĕĕ

áòãÅùÂÅóâØóÈăÌÿÛîä°
ÿìÖùáòãÅùÂÅóâØóÈăÌÿÛîä°
ÿìÖùáòãÅùÂÅóâØóÈăÌÿÛîä°ÿÂõÕÃ÷ĈÚîã¬óÈâöÚòãëČóÅòÎ

(Draft) The National Cyber Incident Response Plan of Thailand 2022 
Thailand³s National Cyber Exercise 2024

áòãÅùÂÅóâØóÈăÌÿÛîä°
ÿìÖùÂóäÔ°ØóÈăÌÿÛîä°
ÿìÖùáòãÅùÂÅóâØóÈăÌÿÛîä°

(Draft) Thailand National Cyber Risk Assessment Framework 2025
(ÿîÂëóä×úÂæÛîîÂăÜĀæ­è)

áòãÅùÂÅóâ (Threat)
ÿìÖùÂóäÔ°ÅèóâÜæîÕáòãăÌÿÛîä° (Incident)

ìâóãÿìÖù: ÜòÉÉùÛòÚØóÈ ëÂâË. îãú¬äñìè¬óÈÂóääòÛàòÈÅèóâÅõÕÿìĆÚĂÚÂóäÜäòÛÜäùÈĀÂ­ăÃ ßäÛ.ăÌÿÛîä° ĀæñÂÏìâóãæČóÕòÛäîÈ



Incident Response Plan
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https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/incident-response/cybersecurity-incident-response-planning-practitioner-guidance 

https://www.cyber.gov.au/resources-business-and-government/governance-and-user-education/incident-response/cybersecurity-incident-response-planning-practitioner-guidance


NIST SP 800-61r3 Incident Response Life Cycle
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r3.pdf
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https://csrc.nist.gov/projects/incident-response

https://csrc.nist.gov/projects/incident-response


Incident Response Policies, Processes, and Procedures
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Definition of computer security incidents and related terms

Who is responsible for responding to an event

Incident classification and severity

Incident response team communication

Documentation and reporting requirements

Awareness training and tabletop exercise



Roles and Responsibilities
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https://www.huntress.com/blog/incident-response-planning-basics

Business 
leaders

Strategic choices: Top-level decisions on business continuity and reputation management.

Clear communications: Approving what³s shared with clients, regulators, and the press.

Regulatory navigation: Initiating data breach notifications, if required (think GDPR, HIPAA).

Coordination: Delegating outreach and support to affected customers and stakeholders.

Technical 
teams

Rapid containment: Isolating affected systems before threats spread.

Root cause analysis: Assessing the depth and extent of damage.

Restoration: Prioritizing restoring core systems safely and quickly.

Ongoing vigilance: Auditing accounts, reviewing logs, rotating credentials, and ensuring all software and tech are updated.

https://www.huntress.com/blog/incident-response-planning-basics


Incident Detection · Log Sources
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https://www.cisa.gov/resources-tools/resources/best-practices-event-logging-and-threat-detection https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-
hardening-and-administration/system-monitoring/implementing-siem-and-soar-platforms 

https://www.cisa.gov/resources-tools/resources/best-practices-event-logging-and-threat-detection
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-monitoring/implementing-siem-and-soar-platforms
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-monitoring/implementing-siem-and-soar-platforms


Incident Detection · Event Sources and Indicators
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https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks 

https://www.cisa.gov/resources-tools/resources/federal-government-cybersecurity-incident-and-vulnerability-response-playbooks


Incident Detection · Threat Information Sources
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https://www.enisa.europa.eu/publications/proactive-detection-measures-and-information-sources 

https://www.enisa.europa.eu/publications/proactive-detection-measures-and-information-sources


Incident Detection · Threat Modeling
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https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/onboarding-systems-and-log-sources/threat-modelling 

Threat modeling is the process of identifying, analyzing, and prioritizing potential threats and 
vulnerabilities to a system or application.

https://www.ncsc.gov.uk/collection/building-a-security-operations-centre/onboarding-systems-and-log-sources/threat-modelling


Detection Engineering Life Cycle
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https://securelist.com/streamlining-detection-engineering/116186/ 

https://securelist.com/streamlining-detection-engineering/116186/
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https://cyb3rops.medium.com/about-detection-engineering-44d39e0755f0 

https://cyb3rops.medium.com/about-detection-engineering-44d39e0755f0
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https://www.mdes.go.th/law/detail/5049

Incident Classification

https://www.mdes.go.th/law/detail/5049


28https://www.jcs.mil/Portals/36/Documents/Library/Manuals/m651001.pdf 

https://www.jcs.mil/Portals/36/Documents/Library/Manuals/m651001.pdf


CJCSM 6510.01B Incident Category
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ÅìòèÃ­î root level intrusion Āæñ user level intrusion Éñäèâ×÷ÈÿìÖùÂóäÔ°ÜäñÿáØ unauthorized access 
to information ĀæñÿìÖùÂóäÔ° malware ØöćâöÅèóâëóâóä×ĂÚÂóäØČóremote interactive control Õ­èã ØČó
Ăì­ÿìÖùÂóäÔ°ÜäñÿáØ web defacement ìäøî backdoor Éñ×úÂÉòÕÿÃ­óâóîãú¬ĂÚìòèÃ­îÚöĈ
ÅìòèÃ­î unsuccessful activity attempt ÉñÚòÛÿÊßóñÿìÖùÂóäÔ°ØöćÿÜĆÚÂóäßãóãóâāÉâÖöäñÛÛìäøîāÉâÖöË¬îÈ
āìè¬ ĀÖ¬×úÂÜ­îÈÂòÚăè­ăÕ­ äèâ×÷ÈÂóäßãóãóâ brute force äìòëÝ¬óÚÕ­èã ĀÖ¬ăâ¬ÚòÛÿìÖùÂóäÔ°ÜäñÿáØ 
network scanning ìäøî user enumeration (ÉòÕăÜîãú¬ĂÚìòèÃ­î reconnaissance)
ÅìòèÃ­î non-compliance activity ÚòÛäèâÿìÖùÂóäÔ°ØöćÿÂõÕØòĈÈÉóÂÝú­ĂË­ØòćèăÜĀæñÝú­ÕúĀæäñÛÛ ÿË¬Ú ÂóäÖõÕÖòĈÈ
ĀîÜßæõÿÅËòÚØöćăâ¬ăÕ­äòÛîÚùÎóÖ ìäøîÂóäăâ¬îòÜÿÕÖsecurity patch
ÅìòèÃ­î reconnaissance ÿÜĆÚÿìÖùÂóäÔ°ØöćÿÂöćãèÃ­îÈÂòÛÂóäßãóãóâäèÛäèâÃ­îâúæ ĀÖ¬ăâ¬ăÕ­ÿÜĆÚÂóäāÉâÖö
ÿßøćîëä­óÈÅèóâÿëöãìóã (ÿË¬Ú network scanning ìäøî user enumeration)
ÅìòèÃ­î malicious code ăâ¬äèâÿìÖùÂóäÔ°ÜäñÿáØ backdoor (ÉòÕăÜîãú¬ĂÚìòèÃ­î intrusion ÖóâäñÕòÛëõØÙõċ
ÃîÈ user ØöćäòÚ malware ÚòĈÚą)



30https://www.ncsa.or.th/policy/threat-statistics 

https://www.ncsa.or.th/policy/threat-statistics


31https://gdcatalog.go.th/dataset/gdpublish-ro7irasuk/resource/b6a6217a-6088-4e11-a334-5cdb44a14439 

https://gdcatalog.go.th/dataset/gdpublish-ro7irasuk/resource/b6a6217a-6088-4e11-a334-5cdb44a14439


ENISA Reference Incident Classification Taxonomy

32https://www.enisa.europa.eu/publications/reference-incident-classification-taxonomy 


